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The World’s Only Accurate Resultant-Access and Security Assessment, Audit and Reporting Solution for Active Directory 

 
 
 

          
 
 

The Gold Finger, powered by Microsoft-endorsed, patent-pending access assessment technology, is the world’s only solution 
that can instantly and accurately assess and reveal exactly Who can do What in Active Directory, Where and How so. 

Its patent-pending access assessment capabilities automate the accurate assessment of resultant-access in Active Directory.  

The following are salient technical details about Gold Finger – 

� Deployment – Gold Finger is a 32-bit Windows application designed for use on the Microsoft Windows platform 

� Requirements – Gold Finger only requires a domain-joined machine running a supported Microsoft operating system 

� Installation – Gold Finger can be installed on domain-joined machines running a supported Microsoft operating system 

� Dependencies – Gold Finger is self-sufficient and does not require, install or depend on any agents, servers or services 

� Components – Gold Finger is comprised of one executable, one or more DLLs, and one or more log and license files 

� Credentials – Gold Finger avails of Windows-integrated authentication to access Active Directory in the user’s context 

� Authorization – Gold Finger avails of default Active Directory security rights to access pertinent Active Directory content 

� Protocols – Gold Finger uses the LDAP protocol for directory service access and the Kerberos protocol for secure access 

� Ports – Gold Finger only uses standard network ports that are required for the normal functioning of Active Directory 

� Scope – Gold Finger can assess resultant access on single Active Directory objects and on entire Active Directory trees 

� Search – Gold Finger automatically selects between forest-wide and domain-wide search using inbuilt intelligence 

� Reports – Gold Finger can generate 200+ interactive and printable reports in multiple formats, and generate CSV files 

� Accuracy – Gold Finger simulates real Active Directory access checks to determine resultant access with 100% accuracy 

� Multi-DC Support – Gold Finger obtains and uses values from multiple DCs if required, such as for Last Logon reports 

� Application Security – Gold Finger uses digital signatures for authenticity and active software protection for integrity 

For more information and to download a risk-free trial version, please visit us online at www.paramountdefenses.com. 
 

Paramount Defenses Inc 

620 Newport Center Dr, Suite 1100  
Newport Beach, CA 92660, USA 

sales@paramountdefenses.com  

Telephone: 949.468.5770    
Facsimile: 949.612.1820 


