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The World’s Only Accurate Resultant-Access and Security Assessment, Audit and Reporting Solution for Active Directory
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The Top-100 Reports that the Starter and Lite Editions of Gold Finger can generate, on-demand, in real-time, at the touch of

a button —

I. Domain User Account Management Reports (30 reports)

For each report, each user’s Title, Account Status, SAM Account Name and Distinguished Name, as well as any
relevant time value (e.g. last logon, expiration, creation, deletion or modification date and time) is displayed.
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All domain user accounts

All administrative domain user accounts

All active domain user accounts

All stale domain user accounts

All unused domain user accounts

All enabled domain user accounts

All disabled domain user accounts

All locked domain user accounts

All recently created domain user accounts

All recently deleted domain user accounts

All recently changed domain user accounts

All password-protected domain user accounts

All smart-card protected domain user accounts

All domain-user accounts that do not require passwords to logon

All domain user accounts whose password must be changed at next logon
All domain-user accounts that do not have an expiration date

All domain-user accounts that are about to expire

All domain user accounts for which DES encryption types are used

All domain user accounts that do not require Kerberos preauthentication
All domain user accounts that are sensitive and cannot be delegated

All domain user accounts for which Kerberos name mappings are specified

All domain user accounts that can logon to any workstation
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All domain user accounts that can logon anytime

All domain user accounts for which specific logon hours have been specified
All domain user accounts for which a logon-script is not specified

All domain user accounts for which a user-profile is not specified

All domain user accounts that do not have a description specified

All domain user accounts that do not have an office location specified

All domain user accounts that do not have an organizational title specified

All domain user accounts that have a photo uploaded

Il. Domain Computer Account Management Reports (14 reports)

For each report, each computer's DNS Name, Operating System, and Distinguished Name, as well as any
relevant time value (e.g. last logon, creation, deletion or modification date and time) is displayed.
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All domain computer accounts

All active domain computer accounts

All stale domain computer accounts

All unused domain computer accounts

All enabled domain computer accounts

All disabled domain computer accounts

All recently created domain computer accounts

All recently deleted domain computer accounts

All recently changed domain computer accounts

All domain computer accounts for which Kerberos name mappings are specified
All domain computer accounts that are trusted for unconstrained delegation
All domain computer accounts for which a manager is not designated

All domain computer accounts for which a location is not specified

All domain computer accounts for which a description is not specified

lll. Domain Security Group Management Reports (12 reports)

For each report, each security group’s Scope, Direct Member Count, SAM Account Name and Distinguished
Name, as well as any relevant time value (e.g. creation, deletion or modification date and time) is displayed.
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All domain security groups
All domain security groups of a specific scope (Builtin Local, Domain Local, Global or Universal)

All administrative domain security groups



4. All empty domain security groups

5. All nested domain security groups

6. All domain security groups with large memberships

7. All domain security groups for which a manager is not designated
8. All domain security groups for which a description is not specified
9. Allrecently created domain security groups

10. All recently deleted domain security groups

11. All recently changed domain security groups

12. All direct members of a security group

IV. Organizational Unit Management Reports (9 reports)

For each report, each organizational unit's Name, Number of Objects Contained and Distinguished Name, as
well as any relevant time value (e.g. creation, deletion or modification date and time) is displayed.

1. All organizational units

2. All empty organizational units

3. Allrecently created organizational units

4. All recently deleted organizational units

5. All recently changed organizational units

6. All organizational units to which group policies are explicitly linked

7. All organizational units to which group policies are not explicitly linked
8. All organizational units for which a manager is not designated

9. All organizational units for which a description is not specified

V. Container Management Reports (6 reports)

For each report, each container's Name, Number of Objects Contained and Distinguished Name, as well as any
relevant time value (e.g. creation, deletion or modification date and time) is displayed.

1. All containers

2. All empty containers

3. Allrecently created containers
4. All recently deleted containers
5. Allrecently changed containers

6. All containers for which a description is not specified



VL. Group Policy Management Reports (4 reports)

For each report, each group policy container's Name, Display Name, Status and Distinguished Name, as well as
any relevant time value (e.g. creation, deletion or modification date and time) is displayed.

1. All group policy containers
2. All recently created group policy containers
3. All recently deleted group policy containers

4. All recently changed group policy containers

VIIl. Service Connection Point Management Reports (7 reports)

For each report, each service connection point's Name, Vendor, Service DNS Name and Distinguished Name, as
well as any relevant time value (e.g. creation, deletion or modification date and time) is displayed.

1. All service connection points

2. All recently created service connection points

3. Allrecently deleted service connection points

4. All recently changed service connection points

5. All service connection points for which keywords are specified

6. All service connection points for which DNS service names are specified

7. All service connection points for which service bindings are specified

VIIl. Trust Management Reports (8 reports)

For each report, each trust relationship’s Name, Status, Direction and Distinguished Name, as well as any
relevant time value (e.g. creation date and time) is displayed.

1. All trust relationships

2. All recently established trust relationships

3. All enabled trust relationships

4. All external trust relationships

5. All cross-forest trust relationships

6. All transitive trust relationships

7. All trust relationships for which SID filtering is disabled

8. All trust relationships for which Selective Authentication is enabled



IX. Active Directory Security Permissions Management Reports (5 reports)

For each report, each object’'s Name, Object Type, Total ACE Count (i.e. total number of ACEs that exist in the
object’'s ACL for the specified security principal), and Distinguished Name is displayed.

1. All objects on which a security principal has any / allow / deny / explicit / inherited permissions

2. All objects on which a security principal has read/modify permissions / modify owner permissions

3. All objects on which a security principal has read-property / write-property permissions

4. All objects on which a security principal has create-child / delete / delete-child / delete tree permissions

5. All objects on which a security principal has extended right / validated write permissions

X. Microsoft Exchange Mailbox Management (5 reports)
1. All mailbox-enabled or mail-enabled accounts
2. All mail-enabled security and distribution groups
3. All mailbox-enabled or mail-enabled accounts that are hidden from Exchange address lists
4. All mailbox-enabled accounts with Outlook Web Access disabled

5. All mailbox-enabled accounts with Outlook Mobile Access disabled

Report Categories

The Starter and Lite Editions offer 200+ security reports that cover the following IT management categories —

1. Domain User and Computer Account Management 4. SCP, Group Policy and Printer Management
2. Domain Security Group Management 5. Exchange Mailbox and Contact Management
3. Organizational Unit and Container Management 6. Trust, Schema and AD ACL Management

Security Reporting Features

The Starter* and Lite Editions offer the following 6 novel security reporting features —

1. Generate reports on-demand in real-time 4. Exclude/include objects from specific OUs
2. Focus reports on specific OUs and containers 5. Generate and print customized reports
3. Export all report results to CSV format 6. Generate and print summary reports

Trustworthy Reporting

Gold Finger is developed by Paramount Defenses Inc, a valued Microsoft directory services partner. 100% developed in and
supported from within the United States by U.S. citizens only, it is trusted worldwide and endorsed by Microsoft Corporation.

For a complete list of reports, features and editions and to download a free trial, please visit www.paramountdefenses.com.

PARAMOUNT DEFENSES INC sales@paramountdefenses.com

620 Newport Center Dr, Suite 1100 Telephone: 949.468.5770
Newport Beach, CA 92660, USA Facsimile: 949.612.1820



