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— ACCESS REPORT —

Report Overview

This report covers the following Active Directory based access reports in the following scope as of
the following date and time —

= Report Scope —

All domain security groups located in the Global Teams Active Directory
organizational unit, OU=Global Teams,OU=Administrative Teams,OU=Information
Technology,OU=San Francisco (HQ ),OU=United
States,OU=Americas,0U=zCorp,DC=example,DC=com

= Report Date and Time —

Date: Wednesday, January 20, 2010
Time: 12:36 am, Pacific Standard Time

= Reports Covered —

1. Individuals who can change security group memberships

Report Details

Group Management Tasks —

1. Individuals who can change security group memberships :

1. Administrator (example\Administrator) can change the membership of the following security
groups —

CN=Critical Issues Support
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y Critical Issues Support
Team

Global IT Senior

2 Administrative Staff
3 Global IT Junior
Administrative Staff
4 Global IT Administrative
Staff
5 Security Compliance
Asssessment Team
6 Global Account Support
Contingent Team
7 Local SFO Account

Support Contingent Team

Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,0U=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco
(HQ ),0U=United
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8 Global Group
Management Team

9 Americas Account
Management Team

10 Asia Account
Management Team

11 Americas Helpdesk

Support Team
12 Asia Helpdesk Support
Team
13 Europe Helpdesk Support

Team

States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
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14 Europe Account
Management Team

15 Executive Account

Helpdesk Support Team
16 Executive Account
Management Team
Global Helpdesk Support
17
Team
18 Global Account

Management Team

Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com
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2. Jessica Jones (example\JJones) can change the membership of the following security

groups —

1 Critical Issues Support
Team

CN=Ceritical Issues Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative
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Global IT Senior

2 Administrative Staff

3 Global IT Junior
Administrative Staff

4 Global IT Administrative

Staff

5 Security Compliance
Asssessment Team

6 Global Account Support

Contingent Team
7 Local SFO Account
Support Contingent Team
8 Global Group

Management Team

Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com
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Americas Account

9 Management Team
10 Asia Account
Management Team
11 Americas Helpdesk
Support Team
Asia Helpdesk Support
12
Team
Europe Helpdesk Support
13
Team
14 Europe Account
Management Team
15 Executive Account

Helpdesk Support Team
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CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco
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Executive Account

16 Management Team
Global Helpdesk Support
17
Team
18 Global Account

Management Team

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com
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3. Raymond McLeod (example\RMcLeod) can change the membership of the following security

groups —
1 Critical Issues Support
Team
> Global IT Senior
Administrative Staff
3 Global IT Junior

Administrative Staff

CN=Ceritical Issues Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco
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Global IT Administrative

4 Staff

5 Security Compliance
Asssessment Team

6 Global Account Support

Contingent Team
7 Local SFO Account
Support Contingent Team

8 Global Group
Management Team

9 Americas Account

Management Team

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
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10

11

12

13

14

15

16

Asia Account
Management Team

Americas Helpdesk
Support Team

Asia Helpdesk Support
Team

Europe Helpdesk Support
Team

Europe Account
Management Team

Executive Account
Helpdesk Support Team

Executive Account
Management Team

Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
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mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative

Global Helpdesk Support  Teams,OU=Information

Team Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

17

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Global Account Teams,OU=Information

Management Team Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

4. Julia Bradshaw (example\JBradshaw) can change the membership of the following security
groups —

CN=Ceritical Issues Support
Team,OU=Global
Teams,OU=Administrative

Critical Issues Support Teams,OU=Information

Team Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative

5 Global IT Senior Teams,OU=Information

Administrative Staff Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Gilobal IT Junior Administrative
Staff,OU=Global
Teams,OU=Administrative
Global IT Junior Teams,OU=Information

Administrative Staff Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

w

CN=Global IT Administrative
Staff, OU=Global
Global IT Administrative Teams,OU=Administrative
Staff Teams,OU=Information
Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa

N
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Security Compliance

5 Asssessment Team
6 Global Account Support
Contingent Team
Local SFO Account
Support Contingent Team

8 Global Group
Management Team

9 Americas Account
Management Team

10 Asia Account

Management Team

Americas Helpdesk

mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
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11

12

13

14

15

16

17

Support Team

Asia Helpdesk Support
Team

Europe Helpdesk Support
Team

Europe Account
Management Team

Executive Account
Helpdesk Support Team

Executive Account
Management Team

Global Helpdesk Support
Team

Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
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Global Account
Management Team

Team,0OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

Page 13 of 27

5. Craig Johnson (example\CJohnson) can change the membership of the following security

groups —

w

Critical Issues Support
Team

Global IT Senior
Administrative Staff

Global IT Junior
Administrative Staff

Global IT Administrative
Staff

Security Compliance
Asssessment Team

CN=Ceritical Issues Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
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Global Account Support

6 Contingent Team
7 Local SFO Account
Support Contingent Team

8 Global Group
Management Team

9 Americas Account
Management Team

10 Asia Account
Management Team

11 Americas Helpdesk

Support Team
12 Asia Helpdesk Support

Team

Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco
(HQ ),0U=United
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13

14

15

16

17

18

Europe Helpdesk Support
Team

Europe Account
Management Team

Executive Account
Helpdesk Support Team

Executive Account
Management Team

Global Helpdesk Support
Team

Global Account
Management Team

States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

Page 15 of 27

6. Mark Jones (example\MJones) can change the membership of the following security

groups —
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y Critical Issues Support
Team

Global IT Senior

2 Administrative Staff

3 Global IT Junior
Administrative Staff

4 Global IT Administrative

Staff

5 Security Compliance
Asssessment Team

6 Global Account Support

Contingent Team
7

Local SFO Account

CN=Critical Issues Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
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Support Contingent Team

8 Global Group
Management Team

Americas Account

9 Management Team

10 Asia Account
Management Team

11 Americas Helpdesk

Support Team

12 Asia Helpdesk Support
Team

Europe Helpdesk Support

13 Team

Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
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14 Europe Account
Management Team

Executive Account

15 Helpdesk Support Team
16 Executive Account
Management Team
17 Global Helpdesk Support
Team
18 Global Account

Management Team

Page 18 of 27

Team,0OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

7. John Smith (example\JSmith) can change the membership of the following security groups —

y Critical Issues Support
Team
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Global IT Senior

2 Administrative Staff

3 Global IT Junior
Administrative Staff

4 Global IT Administrative

Staff

5 Security Compliance
Asssessment Team

6 Global Account Support

Contingent Team
Local SFO Account
Support Contingent Team
8 Global Group

Management Team

Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
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Americas Account

9 Management Team
10 Asia Account
Management Team
11 Americas Helpdesk
Support Team
Asia Helpdesk Support
12
Team
Europe Helpdesk Support
13
Team
14 Europe Account

Management Team

Executive Account
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mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
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Helpdesk Support Team
15
16 Executive Account
Management Team
Global Helpdesk Support
17
Team
18 Global Account

Management Team

Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

Page 21 of 27

8. Raul Schneider (example\RSchneider) can change the membership of the following security

groups —
1 Critical Issues Support
Team
5 Global IT Senior
Administrative Staff
3

Global IT Junior

CN=Critical Issues Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
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Administrative Staff

Global IT Administrative

4 Staff

5 Security Compliance
Asssessment Team

6 Global Account Support

Contingent Team
7 Local SFO Account
Support Contingent Team

8 Global Group
Management Team

9 Americas Account

Management Team

Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Global IT Administrative

Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
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10 Asia Account
Management Team

11 Americas Helpdesk
Support Team

Asia Helpdesk Support
12
Team

Europe Helpdesk Support
13
Team

Europe Account

14 Management Team
15 Executive Account

Helpdesk Support Team
16 Executive Account

Management Team
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Team,0OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,O0U=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
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States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative

Global Helpdesk Support  Teams,OU=Information

Team Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

17

CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative
Global Account Teams,OU=Information

Management Team Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

9. John Williams (example\dWilliams) can change the membership of the following security
groups —

CN=Ceritical Issues Support
Team,OU=Global
Teams,OU=Administrative

1 Critical Issues Support Teams,OU=Information

Team Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Senior Administrative
Staff, OU=Global
Teams,OU=Administrative
Global IT Senior Teams,OU=Information

Administrative Staff Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global IT Junior Administrative
Staff, OU=Global
Teams,OU=Administrative
Global IT Junior Teams,OU=Information

Administrative Staff Technology,OU=San Francisco
(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

w

CN=Global IT Administrative
Staff, OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco
(HQ ),0U=United

Global IT Administrative
Staff
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Security Compliance

5 Asssessment Team
6 Global Account Support
Contingent Team
Local SFO Account
Support Contingent Team

8 Global Group
Management Team

9 Americas Account
Management Team

10 Asia Account

Management Team

States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Security Compliance Asssessment
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Account Support Contingent
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0OU=zCorp,DC=exa
mple,DC=com

CN=Local SFO Account Support
Contingent Team,0OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Group Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Asia Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Americas Helpdesk Support
Team,OU=Global
Teams,OU=Administrative

file://D:\Reports\goldfinger sample collective access report group management.htm

Page 25 of 27

1/20/2010



Access Report

11

12

13

14

15

16

17

Americas Helpdesk
Support Team

Asia Helpdesk Support
Team

Europe Helpdesk Support
Team

Europe Account
Management Team

Executive Account
Helpdesk Support Team

Executive Account
Management Team

Global Helpdesk Support
Team

Page 26 of 27

Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,0U=zCorp,DC=exa
mple,DC=com

CN=Asia Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Europe Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Helpdesk
Support Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Executive Account Management
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

CN=Global Helpdesk Support
Team,OU=Global
Teams,OU=Administrative
Teams,OU=Information
Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com
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CN=Global Account Management
Team,OU=Global
Teams,OU=Administrative

18 Global Account Teams,OU=Information

Management Team Technology,OU=San Francisco

(HQ ),0U=United
States,OU=Americas,OU=zCorp,DC=exa
mple,DC=com

— End of Report —
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