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— SECURITY REPORT —

Report Overview

This report covers the following Active Directory based security reports in the following scope as of
the following date and time —

= Report Scope —

Name: example

Type: Domain-DNS
Domain: dc=example,dc=com
Location: dc=example,dc=com

m Report Date and Time —

Date: Tuesday, January 19, 2010
Time: 8:21 pm, Pacific Standard Time

= Reports Covered —

1. List of all containers
List of all containers created in the last 30 days
List of all containers changed in the last 30 days

List of all containers deleted in the last 30 days

o &~ BN

List of all containers for which a description is specified

Report Details

Container Management Tasks:

1. List of all containers :

1. Users
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10.

11.

12.

13.

14.
15.
16.
17.
18.
19.

20.

[CN=Users,DC=example,DC=com]

Computers
[CN=Computers,DC=example,DC=com]

System
[CN=System,DC=example,DC=com]

ForeignSecurityPrincipals
[CN=ForeignSecurityPrincipals,DC=example,DC=com]

Program Data
[CN=Program Data,DC=example,DC=com]

Microsoft
[CN=Microsoft, CN=Program Data,DC=example,DC=com]

WinsockServices
[CN=WinsockServices,CN=System,DC=example,DC=com]

Meetings
[CN=Meetings,CN=System,DC=example,DC=com]

Policies
[CN=Policies,CN=System,DC=example,DC=com]

User
[CN=User,CN={31B2F340-016D-11D2-945F-
00C04FB984F9},CN=Policies,CN=System,DC=example,DC=com]

Machine
[CN=Machine,CN={31B2F340-016D-11D2-945F-
00C04FB984F9},CN=Policies,CN=System,DC=example,DC=com]

User
[CN=User,CN={6AC1786C-016F-11D2-945F-
00C04fB984F9},CN=Policies,CN=System,DC=example,DC=com]

Machine
[CN=Machine,CN={6AC1786C-016F-11D2-945F-
00C04fB984F9},CN=Policies,CN=System,DC=example,DC=com]

RAS and IAS Servers Access Check
[CN=RAS and IAS Servers Access Check,CN=System,DC=example,DC=com]

IP Security
[CN=IP Security, CN=System,DC=example,DC=com]

AdminSDHolder
[CN=AdminSDHolder,CN=System,DC=example,DC=com]

ComPartitions
[CN=ComPartitions,CN=System,DC=example,DC=com]

ComPartitionSets
[CN=ComPartitionSets,CN=System,DC=example,DC=com]

WMIPolicy
[CN=WMIPolicy,CN=System,DC=example,DC=com]

PolicyTemplate
[CN=PolicyTemplate, CN=WMIPolicy, CN=System,DC=example,DC=com]
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21. SOM
[CN=SOM,CN=WMIPolicy,CN=System,DC=example,DC=com]

22. PolicyType
[CN=PolicyType,CN=WMIPolicy,CN=System,DC=example,DC=com]

23. WMIGPO
[CN=WMIGPO,CN=WMIPolicy, CN=System,DC=example,DC=com]

24. DomainUpdates
[CN=DomainUpdates,CN=System,DC=example,DC=com]

25. Operations
[CN=Operations,CN=DomainUpdates,CN=System,DC=example,DC=com]

26. ab402345-d3c3-455d-9ff7-40268a1099b6
[CN=ab402345-d3c3-455d-9ff7-
40268a1099b6,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

27. bab5f54d-06c8-48de-9b87-d78b796564e4
[CN=bab5f54d-06c8-48de-9b87-
d78b796564e4,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

28. f3dd09dd-25e8-4f9c-85df-12d6d2f2f2f5
[CN=f3dd09dd-25e8-4f9c-85df-
12d6d2f2f2f5,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

29. 2416c¢60a-fe15-4d7a-a61e-dffd5df864d3
[CN=2416c60a-fe15-4d7a-ab1e-
dffd5df864d3,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

30. 7868d4c8-ac41-4e05-b401-776280e8e9f1
[CN=7868d4c8-ac41-4e05-b401-
776280e8e9f1,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

31. 860c36ed-5241-4c62-a18b-cf6ff9994173
[CN=860c36ed-5241-4c62-a18b-
cf6ff9994173,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

32. 0e660ea3-8a5e-4495-9ad7-ca1bd4638f9e
[CN=0e660ea3-8a5e-4495-9ad7-
ca1bd4638f9e,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

33. a86fe12a-0f62-4e2a-b271-d27f601f8182
[CN=a86fe12a-0f62-4e2a-b271-
d27f601f8182,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

34. d85c0bfd-094f-4cad-a2b5-82ac9268475d
[CN=d85c0bfd-094f-4cad-a2b5-
82ac9268475d,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

35. 6adaoff7-c9df-45¢1-908e-9fef2fab008a
[CN=6ada9ff7-c9df-45¢1-908e-
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9fef2fab008a,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

36. 10b3ad2a-6883-4fa7-90fc-6377cbdc1b26
[CN=10b3ad2a-6883-4fa7-90fc-
6377cbdc1b26,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

37. 98de1d3e-6611-443b-8b4e-f4337f1dedOb
[CN=98de1d3e-6611-443b-8b4e-
f4337f1dedOb,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

38. f607fd87-80cf-45e2-890b-6¢f97ec0e284
[CN=f607fd87-80cf-45e2-890b-
6¢cf97ec0e284,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

39. 9cac1f66-2167-47ad-a472-2a13251310e4
[CN=9cac1f66-2167-47ad-a472-
2a13251310e4,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

40. 6ff880d6-11e7-4ed1-a20f-aac45da48650
[CN=6ff880d6-11e7-4ed1-a20f-
aac45da48650,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

41. 446f24ea-cfd5-4c52-8346-96e170bcb912
[CN=446f24ea-cfd5-4c52-8346-
96e170bcb912,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

42. 293f0798-ea5c-4455-9f5d-45f33a30703b
[CN=293f0798-ea5c-4455-9f5d-
45f33a30703b,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

43. 5c82b233-75fc-41b3-ac71-c69592e6bf15
[CN=5c82b233-75fc-41b3-ac71-
€69592e6bf15,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

44. Tffef925-405b-440a-8d58-35e8cd6e98c3
[CN=T7ffef925-405b-440a-8d58-
35e8cd6e98c3,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

45. 4dfbb973-8a62-4310-a90c-776e00f83222
[CN=4dfbb973-8a62-4310-a90c-
776e00f83222,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

46. 8437C3D8-7689-4200-BF38-79E4AC33DFAQ
[CN=8437C3D8-7689-4200-BF 38-
79E4AC33DFAQ,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=
com]

47. 7cfb016¢c-4187-4406-8166-bd9df943947f
[CN=7cfb016c-4f87-4406-8166-
bd9df943947f,CN=Operations,CN=DomainUpdates,CN=System,DC=example,DC=co
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48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.
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fred4553-d82b-49ef-a839-2f38a36bb069
[CN=f7ed4553-d82b-49ef-a839-
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2f38a36bb069,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

8ca38317-13a4-4bd4-806f-ebed6acb5d0c
[CN=8ca38317-13a4-4bd4-806f-

ebed6acb5d0c,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=c

om]

3c784009-1f57-4e2a-9b04-6915¢9e7 1961
[CN=3c784009-1f57-4e2a-9b04-

6915c9e71961,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=c

om]

6bcd5678-8314-11d6-977b-00c04f613221
[CN=6bcd5678-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd5679-8314-11d6-977b-00c04f613221
[CN=6bcd5679-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567a-8314-11d6-977b-00c04f613221
[CN=6bcd567a-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567b-8314-11d6-977b-00c04f613221
[CN=6bcd567b-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567¢-8314-11d6-977b-00c04f613221
[CN=6bcd567¢c-8314-11d6-977b-

00c04f613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567d-8314-11d6-977b-00c04f613221
[CN=6bcd567d-8314-11d6-977b-

00c04f613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567e-8314-11d6-977b-00c04f613221
[CN=6bcd567e-8314-11d6-977b-

00c04f613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd567f-8314-11d6-977b-00c04613221
[CN=6bcd567f-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]

6bcd5680-8314-11d6-977b-00c04f613221
[CN=6bcd5680-8314-11d6-977b-

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co

m]
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60. 6bcd5681-8314-11d6-977b-00c04f613221
[CN=6bcd5681-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

61. 6bcd5682-8314-11d6-977b-00c041613221
[CN=6bcd5682-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

62. 6bcd5683-8314-11d6-977b-00c04f613221
[CN=6bcd5683-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

63. 6bcd5684-8314-11d6-977b-00c041613221
[CN=6bcd5684-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

64. 6bcd5685-8314-11d6-977b-00c04f613221
[CN=6bcd5685-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

65. 6bcd5686-8314-11d6-977b-00c04f613221
[CN=6bcd5686-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

66. 6bcd5687-8314-11d6-977b-00c04f613221
[CN=6bcd5687-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

67. 6bcd5688-8314-11d6-977b-00c04f613221
[CN=6bcd5688-8314-11d6-977b-
00c04f613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

68. 6bcd5689-8314-11d6-977b-00c04f613221
[CN=6bcd5689-8314-11d6-977b-
00c04f613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

69. 6bcd568a-8314-11d6-977b-00c04613221
[CN=6bcd568a-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

70. 6bcd568b-8314-11d6-977b-00c04613221
[CN=6bcd568b-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

71. 6bcd568c-8314-11d6-977b-00c04f613221
[CN=6bcd568c-8314-11d6-977b-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

72. 6bcd568d-8314-11d6-977b-00c04f613221
[CN=6bcd568d-8314-11d6-977b-

mhtml:file://D:\Reports\goldfinger sample security report container management.mht 1/19/2010



Security Report Page 7 of 9

00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

73. 3051c66f-b332-4a73-9a20-2d6a7d6ebalc
[CN=3051c66f-b332-4a73-9a20-
2d6a7d6e6alc,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

74. 3e4f4182-ac5d-4378-b760-0eab2de593e2
[CN=3e4f4182-ac5d-4378-b760-
Oeab2de593e2,CN=0Operations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

75. c4f17608-e611-11d6-9793-00c041613221
[CN=c4f17608-e611-11d6-9793-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

76. 13d15cf0-e6c8-11d6-9793-00c04f613221
[CN=13d15cf0-e6c8-11d6-9793-
00c041613221,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=co
m]

77. 8ddf6913-1c7b-4c59-a5af-b9ca3b3d2c4c
[CN=8ddf6913-1c7b-4c59-a5af-
b9ca3b3d2c4c,CN=Operations,CN=DomainUpdates,CN=System,DC=example,DC=c
om]

78. Windows2003Update
[CN=Windows2003Update,CN=DomainUpdates,CN=System,DC=example,DC=com]

79. 6E157EDF-4E72-4052-A82A-EC3F91021A22
[CN=6E157EDF-4E72-4052-A82A-
EC3F91021A22,CN=0perations,CN=DomainUpdates,CN=System,DC=example,DC=
com|]

80. MicrosoftDNS
[CN=MicrosoftDNS,CN=System,DC=example,DC=com]

81. Machine
[CN=Machine,CN={23C2088E-33ED-4BF2-8E81-
5FF6E66CFCO08},CN=Policies,CN=System,DC=example,DC=com]

82. User
[CN=User,CN={23C2088E-33ED-4BF2-8E81-
5FF6E66CFCO08},CN=Policies,CN=System,DC=example,DC=com]

83. Machine
[CN=Machine,CN={20B640DA-1D1E-431F-A2BA-
8A4901F7B59C},CN=Policies,CN=System,DC=example,DC=com]

84. User
[CN=User,CN={20B640DA-1D1E-431F-A2BA-
8A4901F7B59C},CN=Policies,CN=System,DC=example,DC=com]

85. Machine
[CN=Machine,CN={D02D136C-F8A7-4C92-A94C-
22AE826B3924},CN=Policies,CN=System,DC=example,DC=com]

86. User
[CN=User,CN={D02D136C-F8A7-4C92-A94C-
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22AE826B3924},CN=Policies,CN=System,DC=example,DC=com]

87. Machine
[CN=Machine,CN={21CC2746-563C-4C5C-819B-
7ADE9B611F5F},CN=Policies,CN=System,DC=example,DC=com]

88. User
[CN=User,CN={21CC2746-563C-4C5C-819B-
7ADE9B611F5F},CN=Policies,CN=System,DC=example,DC=com]

89. Machine
[CN=Machine,CN={9695E70D-7DEA-4847-810D-
04A199559EFA},CN=Policies,CN=System,DC=example,DC=com]

90. User
[CN=User,CN={9695E70D-7DEA-4847-810D-
04A199559EFA},CN=Policies,CN=System,DC=example,DC=com]

91. Machine
[CN=Machine, CN={E3A86554-E482-4EE6-9198-
B7BC4EFF183F},CN=Policies,CN=System,DC=example,DC=com]

92. User
[CN=User,CN={E3A86554-E482-4EE6-9198-
B7BC4EFF183F},CN=Policies,CN=System,DC=example,DC=com]
93. Machine
[CN=Machine,CN={4B15756F-F5F2-47B4-B4D6-
2F08503B7FFB},CN=Policies,CN=System,DC=example,DC=com]
94. User
[CN=User,CN={4B15756F-F5F2-47B4-B4D6-
2F08503B7FFB},CN=Policies,CN=System,DC=example,DC=com]

95. TempContainer
[CN=TempContainer,OU=SpecificExamples,DC=example,DC=com]

2. List of all containers created in the last 30 days :
1. TempContainer
[CN=TempContainer,OU=SpecificExamples,DC=example,DC=com]
3. List of all containers changed in the last 30 days :
1. TempContainer
[CN=TempContainer,OU=SpecificExamples,DC=example,DC=com]

4. List of all containers deleted in the last 30 days:

1. Dec22_Container
[CN=Dec22_Container\OADEL:2c2c7723-99f7-420d-8b50-f79463ffdb9f, CN=Deleted
Objects,DC=example,DC=com]

2. DEL:Mynamecontainer
[CN=DEL:Mynamecontainer\OADEL:1afafaOb-68c6-46ef-9c0c-
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e€5150f713610,CN=Deleted Objects,DC=example,DC=com]

5. List of all containers for which a description is specified :

1. Users
[CN=Users,DC=example,DC=com]

2. Computers
[CN=Computers,DC=example,DC=com]

3. System
[CN=System,DC=example,DC=com]

4. ForeignSecurityPrincipals
[CN=ForeignSecurityPrincipals,DC=example,DC=com]

5. Program Data
[CN=Program Data,DC=example,DC=com]

6. Microsoft
[CN=Microsoft, CN=Program Data,DC=example,DC=com]

— End of Report —

Generated via Gold Finger software
Copyright (c) Paramount Defenses Inc.
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