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Unrivaled Capability, Value and Trustworthiness 
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Gold Finger 
Gold Finger is the world’s most capable, valuable and trustworthy suite of audit tools for 
Microsoft Active Directory, and today it sets the gold standard for Active Directory Audit. 

The Gold Finger Suite is architected by former Microsoft Program Manager for Active Directory 
Security, endorsed by Microsoft, trusted worldwide, and comprised of 9 specialized audit tools –  

1. Active Directory Security Auditor 

2. Active Directory Membership Auditor 

3. Active Directory Token-size Calculator 

4. Active Directory ACL Analyzer 

5. Active Directory ACL Exporter 

6. Active Directory Permissions Analyzer 

7. The world’s only accurate Active Directory Effective Permissions Calculator 

8. The world’s only accurate Active Directory Effective Access Auditor 

9. The world’s only accurate Active Directory Privileged Access Auditor 

Today these tools deliver paramount cyber security insight to organizations worldwide. 
 
Gold Finger’s uniqueness is in its unrivaled ability to deliver accurate effective permissions and 
privileged access insight, which are paramount for Active Directory security and cyber security. 
 
For more information, please visit – www.paramountdefenses.com/products/goldfinger 

https://www.paramountdefenses.com/products/goldfinger.html


Gold Finger 

Gold Finger is quite simply unrivaled in capability because it is the only solution in the world 
that can deliver accurate Active Directory effective permissions and privileged access insight. 

1. Inventory and audit Active Directory 

2. Enumerate, audit and document Active Directory groups memberships 

3. Compute the Kerberos token-sizes of all domain user accounts in a domain 

4. View and analyze Active Directory access control lists (ACLs and SACLs)  

5. Export the ACLs and SACLs of all Active Directory objects in a domain 

6. Comprehensively analyze Active Directory permissions domain-wide 

7. Calculate Active Directory effective permissions accurately 

8. Audit Active Directory effective access accurately 

9. Audit Active Directory Privileged Access domain-wide accurately 

Unrivaled Capability 

Accurate effective permissions insights and accurate privileged access insights based on effective 
permissions are paramount to Active Directory security and to organizational cyber security. 

In addition, Gold Finger also empowers organizations to be able to instantly and effortlessly – 



Gold Finger 

Gold Finger can accomplish within minutes what could otherwise easily take months to do, 
thus delivering unrivaled value and time and cost efficiencies to organizations worldwide. 

Unrivaled Value 

Specifically, Gold Finger can accurately determine privileged access provisioned on thousands 
of Active Directory objects, based on accurate effective permissions analysis, within minutes. 

The need to be able to accurately determine effective permissions and privileged access In 
Active Directory is essential and paramount to organizational cyber security today. 
 
The accurate determination of effective permissions in Active Directory, even though essential 
and paramount, is an extremely arduous, complicated, expertise and time intensive process, 
and one that is easily prone to error, especially when there is absolutely no room for error. 
 
Organizations require the ability to be able to accurately calculate effective permissions on a 
large number of Active Directory objects, and do so frequently, given the dynamic state of 
access in Active Directory, and wherein even a single change in the ACL of a single Active 
Directory object could instantly impact the security of thousands of Active Directory objects. 
 
Gold Finger fully automates the accurate calculation of effective permissions domain-wide, 
thereby delivering paramount insight and unrivaled value to organizations worldwide. 

Learn more at – www.paramountdefenses.com/insights/active-directory-effective-permissions 
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Gold Finger 

Gold Finger also sets the gold standard for trustworthiness today, because the security of the 
tooling used by Active Directory administrators, is as important as the accuracy of their results. 

Unrivaled Trustworthiness 

Probably the single most overlooked aspect in all of Active Directory and organizational cyber 
security today is the trustworthiness of the tooling used by Active Directory administrators. 
 
Active Directory administrators often use a variety of tools to perform administrative tasks and 
audits, and when they do so, these tools run/operate in the same elevated unrestricted access. 
 
The trustworthiness of tools used by Active Directory administrators is of paramount importance 
because a single untrustworthy tool or script could easily compromise the entire organization. 
 
 

At Paramount Defenses, we care as deeply about the security of our tooling as we do about the 
accuracy of their results, so we go to great lengths to deliver the world’s most trustworthy tools. 
 
Gold Finger is the world’s only Active Directory audit tool that is architected by former Microsoft 
Program Manager for Active Directory Security, endorsed by Microsoft, protected by advanced 
tampering measures, and 100% developed in and supported by U.S. citizens from within USA. 
 
For us, the security of our tooling is as vital as its accuracy, because your security is paramount. 



Gold Finger 

Gold Finger’s unique accurate effective permissions and privileged access audit capabilities enable 
it to deliver the world’s best Active Directory focused security, audit and compliance solutions. 

1. Active Directory Security 

2. Active Directory Threat Intelligence 

3. Active Directory Security Assessment 

4. Active Directory Audit 

5. Privileged Access Management in Active Directory 

6. Privileged Account Discovery in Active Directory 

7. Privileged Access/User Audit in Active Directory 

8. Least Privileged Access in Active Directory 

9. Identity and Access Management in Active Directory 

10. Audit and Regulatory Compliance in Active Directory 

Innovative Solutions 

Gold Finger uniquely delivers numerous innovative, best-of-breed solutions that address -  

For more information, please visit – www.paramountdefenses.com/solutions 

http://www.paramountdefenses.com/solutions.html


Gold Finger 
 

Active Directory Audit Tool Suite 

Test-drive the world’s most capable Active Directory Audit Tool 

www.paramountdefenses.com/contact/request-trial 
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About Paramount Defenses 

Paramount Defenses is the world’s only cyber security company that possesses the paramount 
capability to be able to accurately audit privileged access in Active Directory deployments. 

Microsoft Active Directory is the foundation of cyber security and the heart of privileged access 
at 85% of all business and government organizations worldwide.  
 
Paramount Defenses was founded by and is led by former Microsoft Program Manager for 
Active Directory Security. The company’s innovative, patented technology governs the  
accurate assessment of access, including privileged access, in IT environments worldwide. 
 
Its unrivaled solutions can accomplish the remarkable feat of being able to automatically and 
accurately audit privileged access across entire Active Directory domains, at a button’s touch. 
 
Its global customer base spans six continents worldwide and includes numerous globally 
prominent business and government organizations, including the U.S. Government. 

Tel: (001)-949-468-5770                  www.paramountdefenses.com                  Fax: (001)-949-612-1820 
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